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1 lNpepucnosue

Hobpo noxkanmoBats B PykoBomcTBo amvmaurcTpaTropa GlobalFramework. Iless pykoBozcTBa nperocTaBuTh
nHMOPMAIKIO O MPUHIUIIAX U CIIOCO0AX IMUHACTPUPOBAHU pereHuii Ha ocHoBe GlobalFramework.

1.1 Ha koro opueHTUpOBaHO PyKOBOACTBO

PyxoBoaCTBO OpHEHTHPOBAHO HA:
e Pa3paboTYnkoB CHCTEMBI

¢ AHAJIMTUKOB, HACTPAMBAIOIIMX JIOCTYII K CUCTEME HA IIPOEKTAX

2 BBepeHwue

JleiicTBue mosib30BaTesist B cucreMe TpeOyeT HaJMdusl y HEero TeX WJIM WHBIX MPUBUJIETWH. A TMUHUCTPU-
poBaHUe JOCTyIa IIPOU3BOJUTCA IIyTEM BbIJa4l IIOJIb30BATENAM IIPAB Ha OOBEKTHHE IIPUBUIETHUH WJIU
3JIeMeHTapHHE IIPUBUIETUH.

2.1 MNonb3oBaTenb

st paboThI B crCTeMe HeOOXOIUMO 3aiTH MO, KaKUM-JIH00 Torhb3oBaTesieM. C TOUYKM 3pEHUS CHCTEMbI TTOJTh-
30BaTeNIeM SBJISETCSA YUETHAs 3aMUCh, HA, KOTOPYIO BBIJAETCS TEPEYeHb MPaB, A0 BO3MOXKHOCTH I0pU-
JMYECKOMY WU (PU3MYECKOMY JIUILY BBLIIOJHSITH JI€HCTBUS B CUCTEME.

Cnucok moJipb3oBaTeneil MOXKHO OTKDPbLITH U3 IIYHKTa MEHIO:

o AmvunucTtpatop \ [JocTym > llonb3oBaTenu

Orpaqueume nmMeHun noJsib3oBaTtens

NMms nonb3oBaresnss umeer BUT, <J'IOKaJ[bHa${_‘{aCTb>@<ILOMeH>
O6mas qyinHa UMEHU TIO0IL30BATENS He JOJKHA NpeBbimarh 1024 GaiiT (okTer), BKII0OYas cuMBoOI @
JloMeH He ABIAETCS 00A3ATEIHHON YaCTHI0 HMEHN TTOJIb30BATEIs
Orpannuenus ynokanbHoi dactu (o mocrentero cumposa @):
e IIponucubie u crpoutbie 6ykBbl Jarunckoro aiadasura: (A-Z), (a-z)
Mudpsr: (0-9)

o Crermasbuble cuMBOIBL: |1 #§%&»*+- /=7~ _"{|}~

CumBout (.), eciiu OH He SBJISIETCs [IEPBbIM UJIU IIOCIEJHUM, & TAK YK€ eCJIA OHU He MJYT APYT 3a IPYIOM.

[ ] CJ’[e,H,yIOH_H/IQ ClIelIiaJIbHbI€ CUMBOJIbI Pa3pemenbl, TOJIbKO €CJ/IM JIOKaJIbHasA 1aCTb BbLJEJ/I€eHAa B KABbI'YKH:
npoben u «(),:;;<>|]

Orpanuuenus gpovena (ITocie mociennero cumpoia @):
e IIponucubie u crpoutbie 6yKBbl Jarunckoro aidasura: (A-Z), (a-z)
e ITudpsnr: (0-9)

o CHeHHaHbeIﬁ CHUMBOJI: -, €CJIL OH HE ABJIAECTCA IIEPBbIM WUJINU IIOCJTETHUM



Nmst mosb3oBaTess JOMKHO COCTABAAThCA 110 crangapry REC 822

Jnvua nmern ucnonp3yercs u3 crangapra Active Directory

OTknioueHne agMNHNCTPpUPOBAHNA

B cayuae, ecnu y nonb3oBaresisi CTOUT HpU3HAK CyIep-Ioib30BaTelNb, HACTPOUKHU A IMUHUCTPUPOBAHUS HE
MPUMEHSIIOTCSI, TTO/T TAKUM TTOJT30BATEIEM MOYKHO COBEPIIATH B CUCTEME JIIOOBIE feiicTBus. /JaHHbIil mpu3HaKk
yI0OHO MCMOIB30BATH [IJIsi PA3pabOTKN M TECTUPOBAHWS, TAK KAK ITO TMO3BOJISET OTAEIUTH AIMUHUCTPUPO-
BaHME OT Pa3pabOTKM.

2.2 AgMUHNCTPUPYEMbIiA 00beKT

ApMusECTPEpyeMEll O6BEKT - TO JIOTMYECKU CBA3aHHBIM 71 MAaCCOBOI pa3jadu Ipas HAOOD IPUBUJIEIHI.
A iMuHUCTPATUBHBIN OOHEKT TEHEPUPYETCs MO0 00HEKTaAM CUCTEMBI M TO3BOJISIET €IUHBIM 00Pa30M BHIIABATH
npaBa Ha HUX.

A MuHUCTPUDPYEMBIT OOBEKT TeHEPUPYeTCss B MOMEHT YCTAHOBKH WU OOHOBJIEHUSI CUCTEMBI MO TAKUM O0b-
eKTaM KaK:

e IIpousBonbHast BHIOOPKA
e Kiracc
— CupaBoduHuk

— Hacrpoiika

Kypnan

JlOKyMeHTBI
o Ilakerst
o Ilpunoxenns
Crucok aIMUHUCTPATUBHBIX OOBEKTOB MOXKHO OTKDBITh M3 IyHKTA MEHIO:

e AmvmrucTparop \ HacTpoliku > AmvunucTpupyeMsie 06bEKTH

Ortkno4eHne agMUHUCTPPOBaAHNS

Bo3MOKHO OTKIIIOUNATEH aIMAHUCTPUPOBAHUE B Pa3pe3e aIMUHUCTPATHBHOTO OOBEKTA, TAHHBIM MEXAHU3MOM
yI0OHO TOIB30BATHCS B CJIydae MOITAMHON HACTPOIKY MPaB, KOTJAA 8 IMUHUCTPUPOBAHNE BKITIOYAETCI TOJIHKO
JUIsE TeX OOBEKTOB, Ha KOTOPBIX OHO y2Ke HAaCTPOeHO. s OTK/II0YeHrst 8 IMIHUCTPUPOBAHNS HA A MUHUCTDA~
THUBHOM OOBEKTE CYIIECTBYIOT CJEYIOIINE IIOJIs:

e He pacHpoCTpaHAWTCH HACTPOHKN aIMUHWCTPUPOBAHUA
Ecan daar ycranosiieH, Ha 00beKTHI TIPEJICTABIAIONINE COCTAB & IMUHUCTPATUBHBIX 0ObEKTOB He pac-
IPOCTPAHAIOTCH HACTPOUKH aJMUHUCTPUPOBAHUSA

e He TpebyeTca HacTpoliKa NpaB AOCTyIa Ha COCTOSHUSA
Ecsn daar ycranossen, Ha JOKyMEHTE [TAHHOI'O aMUHUCTPATUBHOIO OObEKTA BBHIKJIIOYALTCH KOHTPOJIb
JOCTYIHBIX IIEPEXOJI0OB MEXKIY COCTOAHUSAMU.


https://www.w3.org/Protocols/rfc822/#z7
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adls/63f5e067-d1b3-4e6e-9e53-a92953b6005b

VY3en agMuHncTpupoBaHust
I'pynmupyer s1eMeHThI a IMUHUCTPUAPYEMOT0 O0BEKTA, [JIsi MACCOBOH Pa3dadu MPaB, IO YMOTIAHUAIO CO3TAETCS
OJTHA OCHOBHAs T'PYIINA HA KaXKIbIH aIMUHUCTPUPYEMBIl OOBHEKT.

V3en aMUHUCTPUPOBAHUS 3aPE3EPBUPOBAH HA CJIydail, €ciiu B cucreMe Horpedyercsd HACTPAuBaTh [IPaBa B
3aBUCUMOCTH OT THIa O6beKTa WJIM COCTOSHUS

DnemMeHTbl agMUHUCTPUPYEMOr0o 00bEKTa

DJIEMEHT AJMUHHCTPATUBHOIO OOBEKTa CO3JAeTCsd Ha OOBEKTHI KOTOpbIe TPeOyIoT pa3jadud IIpaB Ha
3JIeMeHTapHbE IIPUBUIETUHU.

Bbibopka

Ilo ymosrqanuio BbIOOpKA CO BCeMU OTOOPAKEHUSMHU PErUCTPUPYETCH B OJUH DJIEMEHT aIMUHUCTPUPYEMOLO
obrexTa ¢ nmeneM {SelNamel}#Default. [Ipu 3TOM HA KAXKIYIO ONEPANWIO U aTPUOYT B pa3pese CUCTEMHOTO
UMEHHU CO3JaeTCd 3JIeMeHTapHasd IIPUBUJIETHUS.

,ZLHS{ mmepenoca OTO6pa}KeHI/IH B OT,/IeJIbeIfI SJIEMEHT aIMHUHHCTPHDPYEMOI O obbekTa CyImeCTBYeT aHHOTaIluA:

Q@AcItemRep(name = "{Namel}")

B takom ciygae smemenT amvuaECTpEpyeMoro obbekTa moayuntT uMms {SelNamel}#{Name} Tak xe smemeHnT
aIMUHUCTPUPYEMOro ob6beKTa MOXKHO 33aTh B avm.xml depe3 arpubyT orobparkenus acltemRep

IIpumeuanue: l3MeHeHus BCTYIAT B CHJIY TOCT€ OOHOBJIEHHS aIMUHHUCTPATUBHOTO O0BHEKTa (CM. IyIaBy
TpyumoBasd HacTpoiika mpusmierust poiett)

s co3manus 2IeMeHToOB aIMUHUCTPUPYEMOro 0o6beKTa 10 BHIOOPKAM, HEe MMEIOIINM KJiacca, B avm (aiiie
0b6s13aTeTHhHO TOJIKEH ObITh Ter <acObject/>. lnsa BBHIOOPOK 6e3 Kiacca (DOPMUPYETCS aIMUHUCTPUPYEMEIi
06bEKT U 2JEeMEeHT aIMUHHCTpUpyeMoro obbekTa ¢ cyddukcom Avi B MMeHN.

AuckpeTtHbie npusuaerun

JlucKpeTHbIe PUBUJIETUU UCIOJIB3YIOT MPABUIIA JUCKPETHOrO JOCTYIA IPH POBEPKE MPaB, YTO MO3BOJIAET
pa3zaBaTh JOCTYII MO OOEKTHO (B 3aBUCMMOCTH OT 3HAYEHUi aTpubyToB cTpokH). B unrepdeiice nacTpoiiku
poJieiil TUCKPETHDbIE IPUBUJIETMH MOXKHO BBIIATH C OTPAHUYEHUEM [0 HUCKPETHOM IIPaBUIY.

dnemeHTapHble nNpusuerun
DeMeHTapHEE NPUBWIETHH UCIOJIb3YIOTC JJis PA3IPAHUYEHUs JeHCTBUI MOJIb30BATEs] U CO3AI0TCH CIIe-
JIYIOIIHM 00pPa3oM:

e 110 BHIOOPKE HA:

— Omneparuu
Cozmarorcst IUCKPETHBIE TIPUBUIIEI I

— ArpubyTs

— Certepsr arpubyra
Co3zmarorcst IUCKPEeTHBIE TPUBIIEIHH




Twunbl 3nemeHTapHbIX NpuBwuieruni

e Yrenue
ConepzkuT HACTPOMKM BUAMMOCTH aTpUbyTOB.

o PenakTupoBanue
ConepKuT ceTTephbl aTPUOYTOB.

e JlobaBienue
CozlepKuT Onepanuy BCTABKU W KOIUPOBAHUS.

e VYiajenue
Coneput oneparus yIaJIeHus.

e VurepakTuBHBIE TIPABa
CozlepKuUT OCTAIbHBIE OLEPATHH.

J1s m3MeHeHWsT THTA TPUBUJIETUH, KOTOPOH COOTBETCTBYET ONEpallnsi BHIOOPKH, CYIIECTBYET AHHOTAIWS
Q@AcPrivilegeType. Ilpumep:

QAcPrivilegeType(value = PrivilegeTypes.Read)
def myOperation(): Unit = {}

IIpumeuanue: ll3Mmenenus BCTynsaT B CHJIY 1IOCI€ ODHOBJIEHHS aJIMUHUCTPATUBHOTO O0bekTa (CM. ryiaBy
TpyumoBasg HacTpolika mpusmieruit poieil)

O6bekTHbIE NpuBMUAErun

06bexrTHEE IPUBWIETHH [TO3BOJILAIOT PAa3/1aBaTh IIPAaBa HA OM3HEC JIOTHUKY.

ABTO reHepupyembie 00bEKTHbIE MPUBUIIErUN

o edit#

Co3marorcst AUCKPETHBIE TTPUBUIIETTT

o view#
Co3arTcst UCKPETHBIE TPUBUJIET N

e viewReport#
Co3arorcst AUCKPETHBIE TTPUBUIETTT

lMpuBnnernu Ha nepexop COCTOSIHWA

IlpuBuiernn Ha [OEPEXOJ] COCTOSHUI OrpaHMYMBAIOT JOCTYIIHBIE Iepexoabl cocrosHusd. OrpaHudeHus
Ha IIepexolpl Peajn30BaHO B CTAaHAAPTHOM BBII3JAIOMIEM CHIHUCKE JJId COCTOAHWHE ru.bitec.app.btk.
Btk_ClassStateAvi.Lookup_Class

Nwmsa npuBuiernn bOpMUPYETCS MO TPABUILY:

s"StateChange_0T:#{id0bjectType/_SS: ${ idStartState/ _FS:fidFinishState"

OyHKIIS JILJIsA OIpe/IeJIeHNU A BO3MOXKHOCTH nmepexomaa: ru.bitec.app.btk.
Btk_AdminPkg#hasStateChangePriv.




Py4yHoe co3gaHne o6bekTHbIX npusuierui

Huist pyusoro cosjganusi o0beKTHbIX HpuBusieruii na kiacce(odm.xml) uiu nakere(pkg.xml) UCIOIB3YIOTCsH
xml pazmerka, npumep:

<admin>
<privileges>
<privilege name="SbtManage" caption="VupaBnenue pewenuem"/>
</privileges>
</admin>

IIpumevanue: ll3menenusi BCTynsT B CHJly 110C/I€ ODHOBJIEHUS aJIMUHUCTPATUBHOIO O0bekTa (CM. ryiaBy
TpyumoBas HacTpolika mpuBmieruii poieii)

MpunoxeHue

JJia aIMUHUCTPUPOBAHWS TIPUJIOXKEHUH CO31aeTca aaM. 00bekT Npumoxenus(Btk_ApplicationsListPkg).
OObexkTHBIE TPUBUIETHH UMIIOPTUPYIOTCH B Hero mu3 xml ¢aiiioB META-INF/applications.xml Bcex mOJ-
KJIIOYEHHBIX MOJYJIEH.

Broimanmbie mpaBa Ha TaKyO MPUBUIETHIO 00ECIIEINBAIOT OTOOPAKEHNE IPUIOKEHHUsT B CIIUCKE B MEHIO BBIOOPA
HPUJIOZKEHU.

AuckpeTtHbie orpaHnyeHuns

JluckpeTHble OrpaHUYEHUs MMO3BOJIAIOT 33aBATh BBIPAXKEHUS [JIs CO3JAHUSA MPABUJ BBIAAYU TUCKPETHBIX
npususernii Ha KoHKperHoit posu. [logpobrocTu cmorpure B rnase Juckpetrsit mocTyn lIpuniun nacrpoii-
KW JIUCKPETHBIX OTPAHNYEHU:

1. AaMuHUCTPATOD ONMpEeIsieT IUCKPETHBIE OTPAHNYEHUST HA aIMUHUCTPATUBHOM O0HEKTE

2. AMUHECTPATOD ONpEIENseT JUCKPETHBIE MTPABUIA B POJIH
Kaxkm0e npaBusio comepkut IUCKPETHOE OrPaHUuYeHre U HAOOD IapaMeTpoB

3. AnMuHECTPATOP BHIJAET MPAHT HA AUCKPETHYIO TMPUBHUJIETHIO POJIN
IIpu 3TOM TpW CHHXPOHU3AIUHU MOJb30BATEeH TPOXOIUT PACUET JUCKPETHBIX TMPUBUIETHH JTaHHBIX
MOJIF30BATEIIIO IO AJITOPUTMY O0bEINHEHUS TPAHTOB

IIpu nposBepku npusuaeruu B OU3HEC JIOTHKE, B HKIWIO IIPOBEPKHU II€peaaeTCd IIepedeHb CTPOK JId KOTO-
) )

PBIX BBIMIOJIHSETCS ITpoBepKa. [Ipu orparmuennn 3ampoca mo JUCKPETHON MPUBUIETHH, KA2XK0€ OrPAHUIEHNE

nobasysiercst B where ycioBme.

Ajrroput™ 0O0beMHEHTE TPAHTOB:
1. Ilycts g1 m g2 rpanThl MOIH30BATENIO HA OOBEKTHYIO IPUBUIIETHIO P
2. Ecnu gl wim g2 ¢ TUIIOM [OJIHBIA JIOCTYII, BEPHYTH 'PAHT HA P C IOJHBIM JOCTYIIOM
3. Vlnaue BepHYTH rPAHT HA p OOBEINHUB OTPAHUIECHUS
Ajrroput™m 00beIUHEHNS OrPAHUIEHHUI:
1. Ilycrs A maccuB orpaHudenwuii /st TpaHToB gl u g2
2. Tlycrb S mycTOe MHOMKECTBO OrpaHUYeHUi (TapaMeTphl OTPAHUYEHUST HE B XOIAT B KJIIOY MHOMKECTBA)

3. Jna xkaxnoit g u3 A




1. Ecsu g cymecrByer B S, 100aBHTH HOBBIE IAPAMETPHI K OTPAHUIEHUIO B S
2. Nnade n06aBUTH g K S

4. Bepuyrts S

Ckpunt dunnbTpauyum

Wcnonws3yercst B yHuBEpCaIbHON (DUIBLTPAIUY [/i OTPAHUYEHNUS BUANMOCTH O 00bEKTaM.

Ckpunt npoBepku 06bEKTHOro Kawa

Wcnonb3yercst B aBTOHOMHO# OW3HEC JIOTUKU /11 TPOBEPKY BO3ZMOXKHOCTH JIEHCTBUS CO CTPOKOIA.

2.3 Ponb

Pomnp - agMuHUCTpATUBHAA €QMHUIA [ BbLaadu npas. s pa3maum AMCKPETHBIX [PUBHUIIErAil HA POJIU
MOTYT OBITh HACTPOEHBI JUCKPETHBIE TMTPABUJIA, KOTOPHIE OMPEIEISIIOT UCKPETHBIE OIPAHUYEHUS] U TTEPeIa-
BaeMble B HUX Ha I'DAHTE TTapaMeTphl.

B pose BeIgaioTCst TPaHTHI HA TPUBUJIETUH.
Cuwrcok poseit MOYKHO OTKPBITh U3 IIYHKTA MEHIO:

o AmvunucTpatop \ [Jloctyn > Pomm

2.4 Mpocunb nonb3oBaTens

[lpoduny momb30BaTENs UCIOIb3YeTCs [IJisi TPYNMUPOBKY POJieii 1ist 6osee yaoOHOM pa3gadn uX Mmoab30Ba-
TeJI0.

Cuwmcok npoduiieit MOXKHO OTKPBITh U3 IYHKTA MEHIO:

e AmvunucTpatop \ [JlocTyn > Ipoduinu

2.5 3ameuwieHue npas

TlosBonsier yka3aTh Kakoil mob30BaTe b OyAeT 00/1a1aTh BCEMH MpaBaMU JAPYTOro W Ha Kakoe Bpems. Ha-
CTPOWKHU 3aMEIEeHUs] IPAB Y IYUTHIBAIOTCS IPYU BBIIOJHEHUH WHIECKCAIIMH IPAB 1OJIb30BaTess. I orciexn-
BAHUST OKOHYAHUS TIEPUOIA JEHCTBUS 3aMEIEeHNsT KAYKIYI0 HOYb BBIMTOTHSETCS 33 IaHIe, KOTOPHIE BBHITIOTHSIET
WHJIEKCAIINIO TTOJIb30BaTe e,

Crmcok Sa,MeH_IeHI/Iﬁ MOZKHO OTKPBITH U3 MYHKTAa MEHIO:

o AmvmuucTparop \ [JocTyn > 3aveumenwe npas



2.6 Nnpekcauusi npuBueruii noab3oBaTesei

s OBICTPOI TPOBEPKY MPUBUJIETHH TIOJIH30BATE IS UCITOIb3YIOTCS HHAEKCH npuBmieruit. VIHIeKCh TpUBU-
Jieruit HeoOXOIUMO TIEPECIUTHIBATD MOCTE 3aBEPIEHNsT PEIAKTHPOBAHN POl U UX BBIAATE IOJTH30BATETIO.

2.7 MpeaycraHosneHHble Npochuan

Mpodunnb «OTnagunk»
[lpodune "OTmamumk" npesHasHAYECH JJ1d IIOJIb30BaTeNeH, JJId KOTOPBIX HYZKHO IIPEJIOCTABUTH JOCTYI K WH-
CTpyMeHTaM OTJaAKU. TakuM Kak:

e JIOCTYII K OlEpanusaM yipasienus pemenueM (yrpasaenue SBT)

® BO3MOXKHOCTb OTKDPBITH s1ebarrep

e BbINOJHEHKE jex] CKpUMITOB B aedarepe

e noctymn K mHCTpyMeHTam merio Cepsuca

® JOCTYI K MHCTPYMEHTAM OTJIAAKU KJINECHTA

Mpodunnb «Pa3paborumk»
llpoduns "PaszpaboTumk" mpemHa3HAYEH [JIs MOJ30BATEEH, KOTOPhIE SIBJIAIOTCSA pa3paboTyunkaMu. Brirto-
4Jaer B cebst Bce mpasa mpoduiis «Orraguanks. A Takyke UMEeT MOCTYI K CJIEAYIOIIUM HHCTPYMEHTAM:

® JIOCTYI K P€JIAKTUPOBAHUIO CIPABKHU

3 lMpunoxxeHne agMuHUCTpPATOP

HpI/IHO}KeHI/Ie A,ILMI/IHPICTPaTOp HUCIIOJIB3YyeTCA IJId aIMHHUCTPUDPOBAHUA HOJTb30BaTE e,

3.1 Cnuncok nosib3oBaTenei

Crucok noabp30BaTesell MOXKHO OTKPBLITh U3 MyHKTA MEHIO:
o AmvunucTtpatop \ [JocTym > llonb3oBaTenu
Omnepanyn CIucKa IM0JIb30BaTeei:

o [lepecunTaTh WHIEKCAIWo NPUBWIETHH IJIg TEKYWEro IIOJNb30BaTelsd
Onepanus npeaHasHaveHa i OOHOBJIEHMS WHJIEKCOB CUCTEMHBIX [PHUBUJIErH Ui TEKYIIEero IH0Jib-
30BaTesisi. B pe3yabrare omepanuyu OOHOBSITCS 3AMUCH B I/IngKce(Btk_AcUserItemPrivFlat) 0 BCEM
3JIEMEHTAaM AIMUHUCTPUPYEMBIX OObEKTOB HA, MPUBUJIETHH, KOTOPHIX Y MOJIH30BATENsA €CTh MpaBa, a
rakxke 3anucu B unjgekce(Btk_AcUserObjPrivFlat) mo BceM aJMUHUCTPUPYEMBIM OOBEKTaM, Ha 00b-
€KTHbIE IPAaBa KOTOPBIX y IOJb30BAaTEd €CTh IIPaBa.

° Hepec*m'ra:rb HHIOEeKCAallvio HpI/IBI/IJIeI‘I/Iﬁ oJjid BCeX IIOJIbSOBaTeJIefI
Onepam/m opeagHa3HavYeHa JJId O6HOB.H€HI/I$I NHIEKCOB CUCTEMHBIX HpI/IBI/IJIeFI/Iﬁ JJId BCEX IIOJIB30BaTe-
Jieit.



3.2 Kaptouka nosnb3oBaTtens

OHepaL[I/II/I KapTOYKH IIOJIb30BaTeJIA:

e lI3MeHUTH NIApPOIH
Onepanys HpeJHa3HaYeHa JIJisd YCTAHOBKU LAPOJIs JJisd BXOAA B CHCTEMY JJisl I10JIb30BATEIs.

o [lepecuwTaTh WHIEKCAIWoO IPUBWIETWH I TEKYLero IIOJNb30BaTelsd
Omnepanus mpegHa3HAYEHA 1151 OOHOBJIEHUST WHIEKCOB MIPUBUJIETHH /I TEKYIIEr0 MOIb30BATE .

3.3 Hdetanusauyma nonb3osBaTtens

B kaprouke u comcke JOCTYMHA JETATU3AIMS, COAEPKAIIAA 3aKIATKH:

o [I[podunu mocTyma
Croucok 3ammceil B Kiacce-passa3ke(Btk_AcUserGrant) co ccbuikoil Ha npodusb. ng 3axmaiku
[lpodunu mocTyma JOCTYIHA JIeTaJIn3alns C 3aKIaJK0i Ponn mocTyna mpoduis, 0TOOpazKakolast Cliu-
COK 3amnmuceii B kiacce-pa3ssaske(Btk_AcProfileGrant) co CChLIKOI HA POJIb

e Pomm gmocTyma
Cnucox poseit, CBA3aHHBIX C IIOJIb30BATENEM Uepe3 TPOdUIb

e llHImeKkcalus 3JIEMEHTAapHHX IIPUBWIETUN
Cuucok 3anuceii B Btk_AcUserItemPrivFlat jjis TEKyILIEro mojib30BaTes.

o lHpekcanusa o6beKTHHX IIPHUBHIIETH
Crnincok 3ammceit B Btk_AcUserObjPrivFlat ams TeKyIero moah30BaTess.

Jna 3akna0K UHOekcanus 3JeMeHTapHHX NpUBUIETui W UHmekcamus o6beKTHHX IPUBWIETHA JTOCTYITHA
omneparys

e [locMOTpeTh 3HAYEHUE HHIEKCA
Ouepanys OTKpPbIBAET B MOJAJIbHOM OKHE COAEPKUMOE 110J1s1(CPTiv) ¢ 1epedHemM JA0CTYIHbIX IPUBUIIE-
Uil [AJI8 3JIEMEHTA U 00bEKTA.

CunxponHusauyus c Active Directory

it CHHXPOHUBAIAN:

1. Bemosante oneparmio Curxporusanusg ¢ Active Directory
Omneparyst 1OCTyIIHA B CHUCKe TOJIb30BaTese. IIpu aTom oTkpoeTcst nuTepdeiic CHHXPOHU3AIMH 0TO0-
PazKalUMii CIMCOK JIOTOB.

2. Ilpu HEOOXOAMMOCTH YKAXKUTE MIAOJIOH B IMamke uHTEpdeiica
BroBb co3ganmbie mob3oBaTen OyayT CO3IaHbI IO STOMY ITA0J0HY

3. Haxmure KHONKY CHHXPOHU3NPOBATH
IIpu 3TOoM Oymer MPOCKAHWPOBAH JOMEH HA HAJWYWE PYII U MOJIb30BaTeleil. ByayT co3maHbl TOIBKO
TPYIIBI KOTOPBIE KOTOPbIE HACTPOEHBI KAK OCHOBHAs T'PYIIA MoJb3oBaTesneii. I[Ipon3oiiner cCHHXpOHH-
3alus II0JIb30BaTeseit

CUHXPOHU3UPYEMBI TIOJIST TIOJIH30BATEEH:

e CucTteMHOe MMA
Arpubyr sAMAccountName

o [lapoab
Pamen cucreMHOMYy MMeHW TIPM CO3JAHUM TOJIH30BATEIIS



e I'pynma
Omnpenensiercst uepe3 arpubyT primaryGroupID

o /g ¢pus. auna:

— QaMunusa
aTpudyT sn

— Nma
1-e cioBo u3 arpubyra givenName®

— OTYecTBO
Ecsiu atpubyr givenName copepkut 2 Cji0Ba, TO 2-0€ CJIOBO — OTYECTBO.

— email
ArpubyT mail

CHUHXPOHU3UPYEMbIE MMOJIs TPYII:

o HamMeHOBaHUWe
ATpubyT «namey, ecau oH He yKasaH, TO nojgHoe uMs. Hampumep: CN=Domain users,CN=Users

o CucTeMHOE MM4A
Tlomnoe nms rpynmnsl. Hanmpumep: CN=Domain users,CN=Users

Tlonb3oBaTen co34a0TCs TOJIBKO B Cydae, ecjii OHM He 3a0J0KHPOBAHbL B JOMeHe. Ecim 1mojib30Bareib
3a0JI0KMPOBaH, 1 yxKe 3aperucrpuposan B cucreme Global, 1o emy BbicTaBisiercst npusHak «3a0/I0KUPOBAHY.

Hacrtpoiika cuHxpoHusauuu

Juist HACTPOMKM 1IOAKJIIOYEHUs] UCLIOJIb3YeTCs YHUBEPCAIbHbL Kjace nacrpoek (Btk_Setting). Orkpbirh
HACTPOWKM MOXKHO W3 TMyHKTa MeHIO HacTpoiika cuctemn \ HacTpolika > 06ume HaCTpOWKU CHCTEMH

Heobxonumbrie mapameTpsr:

e url
cepBepa KOHTPOJIJIEpA JOMEHA.

Hampuwmep: 1dap://192.168.2.11:389
e JjorHUH
® IIapoisb

® IIOMeH
KOTOPBIN TpeOyeTcsi CHHXPOHU3UPOBATD.

3.4 Cnuncok poneii

Curcok poseit MOKHO OTKPBITh U3 IMYHKTA MEHIO:

o AmvmuucTparop \ [Joctyn > Poum
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3.5 Kaptouka ponu

I/ICHOIH)SyeTCH JJ1d BBLIQ49HU HpI/IBI/IJIeI‘I/Iﬁ JJId POJIK OT JepeBa aJIMUHUCTPATUBHBIX 00BEKTOB.

MpaBea ponu

B mamnom muTepdeiice 0TOOpaXKaeTCs IePEBO AAMUHNUCTPATUBHBIX OOBEKTOB C YPOBHSIMU:
e ['pymnna aqMUHUCTPUDPYEMbBIX 00HEKTOB(TOJBKO YTEHHE)
— O6bexkT aaMUHUCTPUPOBAHUS
* Y3eJ aJIMUHUCTPUPOBAHUSA

- DJIEMEHT aIMUHUCTPUPYEMOTO OOHEKTA,

Coset: Ilo ymomgannio oToOpazkaiTCs TOJBKO aIMUHHCTPATHBHBIE OOBEKTHI MCIONB3YIONINECS B POJIH.
st oroOpakeHusi BCeX aIMUHUCTPATUBHBIX OOBEKTOB BbIKIIOYUTE (hitar Tonbko O6bEeKTH, Ha KOTOpHE ¥
poM MMenTCs [IpaBa B MaHe N (DUILTPAIUH.

B namnoit naTepdeiice KaxKabpIil THII 37IEMEHTAPHON IPUBUIETHH OTOOPAYKEH OTAETLHBIM CTOIOIOM, ITO M03-
BOJISIET BBLIATH MIPABA MACCOBO IO THILY /IJIsi BCEX 3JIEMEHTAPHBIX IMPUBUJIETUIl 3TOrO THIA JJif TEKYIIero
YPOBHS U YPOBHEH HUZKE.

Pacwundposka npas

B caydae ecnu BbiOpan 00beKT aIMHUHUCTPUPOBAHUS OTOOPAKAET:
® TIEpEUYEHDb THUIIOB HJIEMEHTAPHBIX MTPUBUJIETHI
e nepedeHb 00bEKTHBIX TIPUBHIIEIHi
B caydae ecnu BbIOpaH 3/IeMEHT aIMUHACTPHAPYEMOTO O0ObEKTA OTOOPAZKAET:

e TlepeveHb 3JIeMEHTAPHBIX MPUBUIETHI /I JAHHON CTPOKHT

MepeBopg, cocTosiHuiA

Orobpazkaercs B CIydae eCu BHIOpAH 00bEKT aIMUHUCTPUPOBaHUs. [103BOJISIET HACTPOUTH BO3MOKHBIE TT€-
PEXOIBI MEKIY COCTOSTHUSIMHU.

Bbigaya npas Ha 00bekTHbIE NpuBUIeruu

1. Boibepure Tpebyembrit aam. OOHEKT.
ITpu 3ToM B pacimdpoBke mpaB 0TOOPA3ATCST OOBEKTHBIE TTPUBUIETUN

2. Pazpnaiire nmpaBa Ha 0ObEKTHBIE TIPUBHUIIEIUH POJIH \

3. O6HOBHUTE WHIEKCHI CHCTEMHBIX TPUBUIIErUi
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Bbigaya npas Ha Tun 3/1EMEHTapPHbIX NPUBUNIETNI
B caydae ecm BbIIaHO MpaBO HA THUI IJIEMEHTAPHOW MPUBUJIETUH, JOCTYI OyIeT TAH BCEM 3JIEMEHTaAPHBIM
MPUBUJIETHSAM JAHHOTO THUIIA BO BCEX IIEMEHTAX AJIMUHHUCTPHPYEMOTO OOBEKTA.

1. Boibepute TpebyeMbrit aaM. OObEKT
IIpu 3ToM B paciudpoBKe MpaB 0TOOPA3ATCS TUIBI JIEMEHTAPHBIX TTPUBUJIETHIA.

2. PazpaiiTe nmpaBa Ha THUIII 9JIEMEHTAPHBIX MPUBUJIETHI
IIpaBa Ha THUOBI MOXKHO pa3aaBaTh JHOO B paciudpPOBKe Mapa Jud0 B IepeBe aJIMUHUCTPATHBHBIX
00beKTOB

3. OOHOBUTE WHIEKCHI CHCTEMHBIX MPUBUJIETHIH

Bbigaya npaB Ha 3/1IeMEHTApPHYIO NPUBUIETUIO
1. Boibepure TpeOyemblii 2I1eMeHT aIMUHUCTPUPYEMOTO 06beKTa
IIpu sToMm B pacmudpoBKe mpaB 0T0OPA3ATCS TUIBI 3/IEMEHTAPHBIX TPUBUJIETHH.

2. PazpaiiTe mpaBa Ha THIBI 3JIEMEHTAPHBIX MPUBUJIETHIH
st 3Toro B pacimdpoBKe MpaB BHIOEPUTE HYKHBIH JIEMEHT U MPEIOCTABbTE K HEMY JIOCTYI.

3. O6HOBHUTE UHIEKCHI CHCTEMHBIX TPUBUIETUI

Ilpumeuanue: Ecin ycTaHOBUTH MPU3HAK «3aIMPEIIEHO», TO MOJH30BATENN, 00JIIAI0IIIE STON POIbIo, HE
OyIyT UMeTh TPAB Ha 3aIPEIIeHHYI0 MPUBUJIETHIO, TaXKe eCJIM APYTHe POJIM Jai0T Ha Hee JOCTYII.

Bbigaua npas Ha Bbizos Api u Pkg metonos B jexl-koHTekcre

Ilpumeuanue: [lis Toro, 9T00BI TPU BHITOJTHEHNN je€X|-CKPUIITOB yUNTHIBAJINCH HACTPOSHHBIE TTPABA, HEOD-
XOAMMO BKJIIOUHATL B OOIMMX HACTPOKax momyneir btk - «Bemmomnenme jexl-ckpunToB depe3 6e30MACHBIM
JIAAJIEKT».

1. B kaprouke Pomu Ha 3akjalke [[paBa BH30BOB dYepes jexl-script ciieBa oToOparkeH cnucok Api u
Pkg xiraccoB mpoekra. CrpaBa - UX METO/IHI.

2. st BbIGOpa/CHATHS AOCTYNA KO BCEM METOJOM KJIACCA UCHOJIb3yiTe 4eK-60KC IoCTYIHE BCe MeTO.E,
B CIIUCKE METOJO0B MOKHO HAaCTPOUTDH JOCTYIl K KOHKPETHOMY METOJy KJIacca.

3. OOHOBUTE MHIEKCHI CHCTEMHBIX MTPUBUJIETHIH

Bbigaya npas Ha naketbl u knaccel B jexl-koHtekcre

ITpumeuanme: [Ins TOro, YTOOHI TPU BHITIOIHEHNN jeX]-CKPUTITOB YINTHIBAINCH HACTPOEHHBIE TTPaBa, HE00-
XOAMMO BKJIIOYUTH B OOIIMX HACTpoiikax momyseil btk - «Bwimonnenune jexl-ckpumnros vepe3 6e30macHbIl
JIAAJIEKT .

1. B kaprouke Pouu Ha 3aksiajxe [[paBa Ha makeTh/KIacch X3 jexl MOXKHO 33/1aBaTb LIAKETHI U KJIACCHI,
K KOTOPBIM y TTOJIb30BATEIST TOKEH OBIThH TOCTYII:

o Tun IIPUBUJIETUN - YKA3bIBACTCA package nan class JJId TIaKeTa UJIN KJjlaCCa, COOTBETCTBEHHO
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o lMa IIPUBUJIETUH - 1I0JIHOE UM IIaKeTa I KJ1acCa

e MeTons - MeTOZBI KJjlacca, Ha KOTOPBbIE HAJO BbIAATHL OpaBa (€Cjau MyCTO, TO JOCTYIHBI BCE METO-
Zbl). YKa3bIBAIOTCA B KBaJIPaTHBIX CKOOKAX, Yepe3 3aldTyi0, KayK/blii MeToJ 00EPHYT B KaBbIUKH -
["methodNamel", "methodName2'"]

e YKa3aHHbE MeTOZpl HCKJIIoYaplne - €C/JId BKJIIOYUTb raJiKy, TO 6yﬂyT JOCTYIIHbL BCE€ METO/Jbl KJiacca,
KpoMe YKa3aHHBIX

1. B JeTaJIn3allui Ha 3aKJIaJKe UckmoueHnda JJIA TAKETOB MOXKHO YKa3bIBaTh UX BHYTPEHHUE MMAKETHI UJIN
KJIaCCbI, Ha KOTOPbIE JOCTYII BbLAABATHCA HE JOJIZKEH.

IIpumep BbLIaYM npaB HA HAKET java.lang, MCKJIIOYAas BJIOXKEHHbBIH MakeT java.lang.some.pkg

b
Twn npuBMneriM Nma npuBKneruu MeToab! YKazaHHble METOAbI UCKNIOYaKLLKUe

ava.lang

D Ipackage

B3
WcknroueHnn
A
Tun npueunerud  Mma npueunernu
D Ipackage gsome.pkg

IIpumep Boimadn npas HA MeTonbl methodNamel u methodName2 kiacca java.lang.Long

b
Twn npueunerut  MiMa npueBMnerum MeToabl YKazaHHbIe MeTOAb! UCKIKYaLWWE

0 Iclass java.lang.Long é[“methodNamel“, "methodName2"]

E=

Bbigaya npas Ha ncnosnb3osaHne Rest-naketos
1. B kaprouke Pomum Ha 3akjaajke I[lpaBa Ha Rest-makeTn OTOOpaykeH CIHCOK MAKeTOB. UeKOOKC
Rest-makeT yKa3bIBaeT, ABAdeTcd Jn nakeT Rest-makeToM.
2. nst Bblga4u\OT3bIBa, JOCTYIIA UCHOJIb3YiiTe 4eKOOKC IMeeT NOCTyIL.

3. OOHOBUTE WHIEKCHI CHCTEMHBIX MPUBUJIETHH 1O DOJIH.

Ilpnmeuanue: OOHoBjeHUE crimcka Rest-makeToB mpoucxoauT npu OOHOBJIEHUHU aIM.00BEKTOB 110 MOJLYJIIO.
C nakeroB, KOTOpbIe mmepectaiu ObTh Rest-makeramu, 9ekO60KC Rest-makeT aBTOMATHYECKH CHUMAETCS.
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3.6 pynnosas HacTpoiika npuBuUaernii pose
Bribopka T'pynmoBas HacTpolika IpWBWIETHWH poiedl MpeJHA3HAYEHA IS MaCCOBOM pa3adu MPUBUJIETUI
[0 POJIIM OT AJMUHUCTPATHBHOIO OObEKTA.
BoI00pKy MOXKHO OTKPBITH U3 IIYHKTA MEHIO:
e Amvunuctpatop \ [JlocTyn > T'pynmosas HacTpolika mpusuieruit poseit
OO6mmumit mpuHIKAT PAbOTHI C BHIOOPKOIi:
1. Boibepute TpeOyeMblit aIMIHUCTPATHBHBIN OOBHEKT

2. Beibepute TpebyeMbre poJiu
st aToro B manenu (puabTpaluy TPUBUIETHI OTKPOITE CIMCOK MOA00pa MIJis ToJist [lepedens poieit

3. IlpocraBbre rpanTbl HA TPEOYEMBIX TPUBUIETUIX

4. TlepecunraiiTe WHAEKCHI TPUBUIET A
s sroro BblnosinuTe onepanuio llepecuurars uEOeKcanuo npuBmieruit B unrepdeiice llepedens
poneit

[epesa agMnHUCTPUpYyeMbIX 00HEKTOB

JlepeBo aIMUHUCTPUPYEMBIX OObEKTOB COCTOUT U3 CJIEYIOIIUX yPOBHEIL:
e I'pymnna aqMuarCTpUPYEMbIX 00HekTOB( ONIMOHAIBHO)
— OObeKT aAMUHUCTPUPOBAHUS
* Y3ea aIMUHACTPUPOBAHUS
- DJIEMEHT aJIMUHUCTPUPYEMOIO OObEKTA,

OO0BEKTBI AJIMUHUCTPUPOBAHUA MOTYT HE BXOAUTH B T'PDYNITY, TOTJ1a OHU 6yﬂyT CUHUTATHCA KOPHEBBIMU 3allN-
CAMMU.

Onepauun gepesa agMUHUCTPMPYEMbIX 00HEKTOB

o 06HOBUTL BHOpaHHHN O6BEKT
Onepanus npesHasHadeHa Jjisi OOHOBJIEHUs BBLIEIEHHOrO OObEKTa WU dJeMeHTa aaM. obbekTa. [Ipu
OOHOBJICHUHU AMUHACTPATHBHOIO OOBEKTA MPOUCXOIUT CKAHHPOBAHHE HMCXOIHOTO KOA IO KOTOPOMY
J00ABMIOTCS HEIOCTAIOITNE TPUBUIETHH U 3JIEMEHTHI.

e 06HOBUTH amM. O6BEKT IO MMEHU
IIpu aTOM mpom30iimeT 3ampoc NMEHHU M MPOn30iiaeT OOHOBICHIE aIMUHUCTPATHBHOIO O0HEKTA IO BBI-
OpaHHOMY WMEHH

e 06HOBHUTDL amM. OODBEKTH MOLYJNIA
Omnepanus mpegHA3HAYEHA [IJ1sT OOHOBJIEHUE M. OOBEKTOB MO BCEMY MOIYJIIO

IIpumeuanme: Kiracchbl-KOITEKIINE HE UMEIOT COOCTBEHHBIX OOBEKTOB AIMUHUCTPHPOBAHUS M BXOIIT B
obbekT mMacrepa. [losromy 1 OOHOBIEHHST HACTPOEK 111 KOJIEKITHH HEOOXOIUMO OOHOBIIATE M. OODBEKT
110 UMEHHM KJIACCa Macrepa.

14



Hacrtpoiika npas

SakJagKa 0ToOparkaeT HACTPOIKY IPaB JJIs POJieil B 3aBUCHMOCTHU OT BbIJEJIEHHOW 3aIIUCH B JIEPEBE a/IMU-
HUCTPUPYEMBIX OObEKTOB:
1. g aaMUHECTPATHBHOIO OObEKTA:
® O0OBEKTHBIE TPUBUIETHH
1. Jlasa s;eMeHTa aIMUHUCTPUPOBAHUSA:
® THIIBI JIEMEHTAPHBIX TPUBUAJIETHN
— 3JIEMEHTAPHbBIE TTPUBUJIETUN

Komonku posneit B HacTpoiike nmpas (GOpMUPYIOTCS AMHAMUYECKH MO POJIAM U3 (DUIBTPA.

Onepauuvn HacTpoiiku npas:

e [lomobpaTs ponu
Omnepanus npenHazHadeHa i moa00pa B GUIABTD POJei, A1 KOTOPHIX €CTh KAKHe-Ir00 mMpaBa s
TEKYIero OObeKTa UIu JIEMEHTA.

Monb3oBarenn

OTo6pazkaloTCs MOJb30BATENH IS POJIA B AKTUBHOW S9eHKH.

Mpodnnn

Orobpazkaorcs TpoUIn JJisi POJH B AKTUBHOMN sTYeHKH.

3.7 Nlnpekcauus npuBuieruii ansa nosb3oBaTteneii

Nnpekcauuns nonb3osartens

s nepecuera wuHIekca 1m0 1-My [0/I30BATENIO CYINECTBYeT omepanus [lepecunTaTh HHIEKCAIWD
NpUBUIETHUH I TeKymero momb3oBaTens Omepanusi JOCTYITHA:

® B CIIMCKE U KapTOYKe llonb30BaTeNeH

e Ha 3akjiajke [lonp3oBaTenu ponu B crnucke n kaprouke Poseii.

Nnpgekcauuns Bcex nosb3osaresnen

g mHOeKcaruu TPUBUJIETHN BCeX MOJb30BaTeNell MpegHa3HadeHa omnepanusd [lepecunTaTh MHIEKCAIWO
mpuBMIEruil Iy Bcex monb3oBarerned. Qmepanus JOCTyIHA:

e B crucke [lonp3oBarTenei.
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3.8 AyauT npas pgocTtyna

Hcropuio m3meHeHnit mpas J0CTyIa MOYKHO ITIOCMOTPETh B AyIWT IpaB HOCTyIa, HAXOAAIIEMCH B IyHKTE
MeHIO Aynut.

ITpumeuanme: [l BKIIOUEHUs ayanmTa W3MEHEHWH MpaB JOCTyTa HEOOXOAWMO BBIMTOJHUTH OMEPAITNIO
BRIoYNTb aymuUT AJs CTPYKTYP IpaB JOCTYIA B 3TOM MEHIO.

B camom Tune Heobxoaumo Bbibpars Buzn obverta (Ilosbsosaresns, IIpodusns wiu Posb), 06bvexT u, eciu
HEOOXOIUMO, IIEPUO/T, BPEMEHH.

Monb3o0Barenn

s monp30BaTesieil B ayaure orooparkaorcs [Ipo¢uim, KOTOPbIe ObLIH BBIIAHBI IOJIH30BATEIO U OTOOPAHDI
y HEro, nara u3MeHEeHUsl U W3MEHUBIIHI 0Jb30BATED.

Mpodunnu

I nmpodmaeit B ayaure oTOOpaskaroTcst Pomim, KOTOPBbIE BKIIOYAIH B NPOQUIL WK yOUpPAIH U3 HEro,
Monmp30BaTeNu, KOTOPHIM BHIIABAJICS TPOMUIL WK €r0 OTOMPAJIH, & TAKXKe J1aTa U3MEHEHUs U U3MEHUBINUI
[I0JIb30BATEJIb.

IIpnmeuanue: B cnucke m3Mmenennit nya [lonbpsoBaTemnell n Ilpoduneir ecTs omeparus l3MeHeHWS IIo
06beKTy, KOTOPas [I03BOJISIET IEePEeiTH K ayUTy JIPYyTroro OObeKTa, KOTOPBII sIB/ISIeTCs BbIIETEHHBIM.

Ponn

Jlyist poJieit CIMCOK M3MEHEHU MpeaCcTaBisieT co0O0il B BHIOOPKM:

e JlepeBO aIMUHHCTPUPYEMBX O6BEKTOB
O10o0pakaoTCs aJMUHACTPUPYEMbIE OObEKTHI HJIA JIEMEHThl 3IMAHUCTPUPOBAHMUS, 110 KOTOPbIM st
JTAaHHO# POJIN OBLIN COBEPTIEHBI U3MEHEHUS

o CIMCOK NIpPUBUIETWM KOHKPETHOT'O AIMUHUCTPHPYEMOTro o6beKTa
Curcok mpuBUIErnii KOHKPETHOTO aM. OObEKTA WJIN IJEMEHTa aIMUHUCTPUPOBAHUS, KOTOPbIE H3Me-
HAJIUCH JJ1d JIAHHOU POJIn

Cnucok npuBmuieruit nmpejacrasiser u3 ceds:
1. Ums agm. 00beKTa WK DJIEMEHTa QIMAHUCTPUPOBAHUS
2. Tun npusBuiernn:

e Usmenenue  arpubyra  (Hampumep, npu  HPOCTaHOBKEe  He paclIpocTpaHAnTCs HAaCTPOHKH
aIMUHUCTPUPOBAHUS JJIsl 3IM. OOBEKTA),

o OObekTHaS MPUBUJIETHSA,
e DjeMeHTApHAS TPUBUIIEIUS,

e I'pyia sjeMenTapubix npuBuieruii (KOria u3MEHHAITCs JOCTYI HE HA KOHKDETHbBIE JJIeMEeHTapHbIe
NPUBUJIETHH, & HA BCIO PYIINY, HApUMep, PelakTuposanue)

e IlepeBos cocTosinust
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CucreMHOe MMs IPUBUIIEIUT

[IpuBuserust - HamMeHOBaHWE TIPUBHIIETHH
W3menuBImii MOI30BaTETH

Jlara u3MeHeHus

Cucremmoe nMst arpuoyTa

HaumenoBanue arpubyra

Crapoe 3HadYeHue - crapoe 3HaUeHue aTpudyTa

S B A T o

Hogoe 3nadenue - HOBOe 3HadeHHEe aTpUOyTA

Ilpumeuanune: [ljsa cnucka npuBmieruii ectb ¢Gpuabrp C BXomsmmMu, KOTOPBIH B CIydae, KOTJAA B JE€PEBE
aaM. 0ObEKTOB BBIOPAH aaM. OOBEKT, & He 3JIEMEHT aAMUHUCTPUPOBAHUS, OTOOPAXKAET U3MEHEHHS HE TOJTHKO
AJIMUHUCTPUPYEMOTrO OObEKTa, HO U JEMEHTOB aMUHUCTPUPOBAHUS, BXOJISAIIUX B 3TOT OOBEKT.

3.9 TpaccupoBka npas gocrtyna

3anyck TpaccupoBku npas nosib3oBatens

i 3amycka TPACCHPOBKH MPAB MOJIH30BATEIsI, BBIIOJHATE CIEAYIOIINE TIIArH:
e Ilepeiigure B pazzgen «CepBuc» B MEHIO CUCTEMBI.
e B wmento «MuCcTpy™MenTo» HaiiauTe ommuio «Hadars TpaccupoBKy mpaB» U BbIOEpHUTE €6.

Tlocne Havasa TPACCHPOBKH, CHCTEMA OYIET OTCIEKWBATH BCE BAIU AefCTBUsA. BhImosHsiiTe HEOOXOIUMBIE
JIeiCTBUS C JAHHBIME B CUCTEME, TAK KaK BaM Tpedyercs.

YT00BI 3aBEPIIUTH TPACCUPOBKY TIPAB MOJIH30BATE s, BBIMOJIHATE CIEAYIOIINE IIArH:
o Ilepeiigure cHoBa B pazgen «CepBuc» B MEHIO CHCTEMBI.

e B menio «MHCTpYyMEHTBI» BBHIOEPUTE OMINIO « 3AKOHYUTH TPACCUPOBKY TIPAB».
Oryer ceccuu TpaccupoBku npas
Or4er «ceccuu TPACCHPOBKU TIPAB MOJb30BATENEH» BBIBEJIEH B MPUJIOKEHUH <«AIMUHHCTPATODP», B MEHIO
«Orgerpry. Orobpazkaer crnucok ceccuit TpaccupoBKu. IIpyu OTKPBITHN KAPTOYKH CECCUM B JeTajau3anuu Oy-

JeT orobpazkeHa 6osiee MoapobHast MHGOPMAIIMS MO MPOBEPKAM TIPaB, KOTOPHIE BBHI3HIBAINCH B XOIE CECCUM
TPACCUPOBKH.

Ouucrka 3anuceii
Ceccumn  rpaccupoBku coxpansiiorcs B tabsmiy Btk  AcTraceSession, a jeranusanust ceccunm B

Btk _AcTraceJournal. [Ijst ouncTky 9TuX TaGIINUIL MPEIYCMOTPEH TI0 YMOJIYAHUIO PETHCTPUPYETCS 3a aHne
OYNCTKY JaHHBIX 10 Kjaccy «Btk AcTraceSessions, ymasnsrommuii 3ammcu, Xpausimecs 6ombine 30 mHeit.
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Peanunsauuns tpaccmposku

IIpu 3amycke TpaccupoBKU

e B mapamerpax pabodeil cecCuu COXPAHSETC MapaMerp aKTUBHOCTHA TPACCUPOBKU;

e cosmaercst HoBas 3amuch B Btk AcTraceSession B jorupyrormeii TpaH3aKIwm;

e B napamMeTrpax paboteil ceccy COXpaHseTCs MapaMerp C HAeHTH(MUKATOPOM 3allyIEeHHON CeCCUu Tpac-

CUPOBKU;

® JIJId YK€ OTKPbITBIX BbI60pOK IIOAKJ/IIOYaeTCA IIOAIINCKa Ha CO6I)ITI/IH, TaK K€ OHa IIOAKJIIOYa€eTCA Ha

onLoadAdminMeta npu orkpbiTun HOBOM BbiOOpKY; [Ipu jeficTBusX 110/1b30BaTEsA BO BPEMs TPACCU-
POBKU

® HAa METONAX MPOBEPKH MpAB JOCTYIA, BBI30B ONEpAINM/ceTTepa HA AJIMHHHCTPUPYEMBIX BBIOOPKAX,

cOB3IAeTCs 3anuch B Jorupyioreii rpanzakiuu B Btk AcTraceJournal; TIpu 3aBepiiernn TpaccupoOBKE

® BbI3HIBAETCH KOMMHUT JIOTUPYIOMUX TPAH3AKINN CO BCEX 3AIYINEHHBIX CECCUil BHIDOPOK;

e B ceccuio TpaccupoBku Btk AcTraceSession coxpaHsieTcs gaTa 3aBepIeHNS;

® OTKJIIOYACTCA IIOAIINCKa Ha CO6I>ITI/I}FI7 IDOAKJIIIOYCHHAA JIJId JIOTUPOBAHUA,

e U3 mapaMerpoB pabodUeil ceccuu YIAJAIOTCH MAPaMETP aKTUBHOCTHA TPACCHUPOBKYU M HIEHTU(PUKATOD

ceccuu TPACCUPOBKH.

4 [OuckpeTHbli gocTtyn

JIMCKpeTHBIN JOCTYI MO3BOJISIET BHIIABATH MIPUBUJIETUN B PAMKAX OOBEKTOB KJIACCOB WJIM 3aIUCEH B aMU-
HUCTPHUPYEMOIT BEIOOPKE.

4.1

Hactpoiika npusunerunu

AaMuHUCTpaTnBHLIA 00bEKT

1
2
3
4

. OTKpBITH KAPTOUYKYy Am1. obberTa
. YCTaHOBWUTDL MPU3HAK [JUCKPETHH TOCTYI
. IlepeiiTn Ha 3aK/TaIKy JUCKpeTHHE OTpaHWYEHUsd NOCTYIa

. Co3garp [luckpeTHOE OrpaHWYEHWE.

AuckpetHoe orpaHu4veHne pocryna

AN

Co3aTh HOBYIO 3aMKCh WM BCTATH HA 3AIUCH JIJIsI PEIAKTUPOBAHUS
YKazarp yHHKAJIbHOE B PAMKA aM. OObEKTA UM U HAMMEHOBAHUE
HactpouTs Tun mpasuia

HacrpouTh mapameTpnl mpaBuJa.

Ha 3aknanke Ckpunt nis ¢unbTpaunuu o6bEKTHHX IPUBWIETHH HANUCATH Sql-3ampoc, KOTOpbIi Oyaer
GuUIbTPOBATH CIIUCKH O0HEKTOB
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6. Ha 3axsiajxe CKpuIT IPOBEpKH CTPOK 10 06beKTHOMy Kelly Hauucarb jexl-ckpuur, Koropblil Oyjer
10 rop—y O6"beKTa nJjan CTpOKe BbI60pKI/I BOBBpaH_[aTb HpI/IBHaK, qTo chIOBI/Ie BBITIOJTHUJIOCH IJId 3TOT'O
00BEeKTA.

Twn npasuna

JlocTynHbl 3 BapuaHTa TUMA MPABUJIA!
o IIpumuTuBHOE
e CocraBnoe

e Bes3 mapamerpos

n punMUTUBHOE NpaBuio

Cocront u3 OIHOTO TMapaMeTpa.

Ilpn ananu3e npaB IOJIB30BaTENsI CO BCEX €r0o poJieil OyayT coOpaHbl 3HAYEHUs MapaMeTpPOB M COOpaHBI B
OJIMH MACCHUB IMPUMHUTHUBHBIX 3HadeHnit. Hanmpumep mis auciaoBoro nmpasuia Oymer cobpan maccus Buza: [10,
20, 30]

CocraBsHoe npasuno

Cocrour u3 HECKOJIbKHX IIapaMeTPOB.
IIpu ananmn3e mpaB TMOIB30BATES UCTOTB3YETCS CACTYIONIN aJITOPUTM:

1. Jlaa xaxka0ro HabOpa 3HAYEHUH, YKA3aHHBIX HA POJIH, (OPMUPYETCs jSOon-00beKT BUIA:

<UJ, mapamMeTrpa 1>: [<MaccuB ykasaHHHX 3HadYeHHU>],

<U], mapamMeTrpa 2>: [<MaccuB ykas3aHHHX 3HadYeHUI>],

<U[, mapavMerpa n>: [<MaccuB ykas3aHHHX 3HAYEHUI>]
}

2. Kaxmas poab MoxkeT 00718/1aTh HECKOJIbKUMY HAOOpaMu 3HAYEHUT Ha, OHO TTPaBwIo. 110 Tomy pe3ysib-
TATOM arperamuu HACTPOEHHBIX 3HAYEHUN HA pOJIH OyIeT MACCUB, COAEPXKAIM 00BHEKTHI, yKA3AHHBIE
B 1.1l:

{json-obvexrT mus Habopa 1},
{json-obrexrT mus mabopa 2},

{json-obrerT mus Habopa n},

3. Ilpwm arperaiuu mpaB MOJIH30BATEIS:
® CO BCEX POJell AaHAJU3UPYIOTCS MACCUBBI, OMMCAHHBIE B 11.2
e B json-e 3amensiorca /I mapamMeTrpoB Ha X HMEHA

® KAXKJIBIN 3JIEMEHT MACCUBA MPUBOJIUTCA K CTPOKE
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e cobupaercs pe3yabTHPYIONuil MacCuB, COIEPKAIKI YHUKATbHBIE CTPOKH.
Takum 00pa30M MCKITIOYAIOTCS IyOJUPYIONIne HACTPONKU HA, POJISX.

IIpumep arperanuu mpaB MOTL30BATEIIS:

L
{
"paramNamel": ["a", "b", "c"],
"paramName2": [1, 2, 3]
}9
{
"ParamNaInel”: [HCH s Hdll , Hell] s
"paramName2": [3, 4, 5]
}
]

Mpasuno 6e3 napameTpos

He comepxkur mapamerpos.

Ilpn amanm3e mpaB TOJIL30BATENST, €CIW XOTS HA ONHOW POJN OyAeT mpaBwuyio 63 mapameTrpos, OHO OyraeT
TIPOBEPATHCS.

MapameTpbl npasuna

IlozBongaror HaCTPOUTH THUII JAHHBIX U CCHLIJIOYHOCTH JIJIA 3Ha‘IeHI/II71, KOTOpPbIE 6yﬂyT YKa3aHbI Ha POJIAX.

Eciu npaBuio npuMuTHBHOE, TO y HErO JAOCTYIEH JJIs HACTPOWKM TOJBLKO OIWH MMapaMerp, Jjis COCTABHOIO
[paBuJia JIOCTYIIHbI HECKOJIBKO IIapaMeTpOB.

Ckpunt gns dunbTpaumn 06bekTHbIX nNpusuerui

Wcnonw3yercs mnst pumbTpaniuu COUCKOB OOBEKTOB, Yepe3 HAIOKEHHEe MAKpPOCa YHHUBEPCATHHOIO (PUIBTPA
&DefUniFltMacros.

JlocTymHbIE MAKPOCHI BHYTPH TEKCTA CKPUTITA:

o (&<Ums aTpubyTa>)
Byner 3ameneno Ha ykasauuoe nMmsa arpubdyra. Hampumep, t.id
st punprpanuu gocrynHbl Bece arpubyThl 1arta-cera BoiOOpku manku BO.

e (&params)
MaccuB CTpOK, B KOTOPOM OyIyT mapaMeTpbl, COOpaHHBIE CO BCEX POJIEH MOJIH30BATE/IS.

e (&CurrentUserID)
Byner 3ameneno una /I Tekymiero moib30BaTes.

o (&CurrentUserName)
Byner 3aMeHeHO HA UMsT TEKYIIErO MOJIb30BATEIS.

3ampoc Jarie Bcero mpejcrapiser u3 cebs exist, B KOTOPOM JKOMHHUTCS TabIUIA KIACCA, U 9epe3 MACCHB
3HAYEHUN HAKJIA/IBIBAIOTCS YCIOBUS (DUIHTPAIIIH.
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CkpunT npoBepkun CTPOK Mo 00bEKTHOMY Kelly

Vcnonp3yercs jis NPOBEPKU OrPAHUYEHUS 110 OOBEKTAM, UCIOJIb3Ys OObEKTHDBIN KeIl.

TIpencrasisier u3 cedst jex]l-cKpUnT, KOTOPBIM BO3BpAIIaeT true, ecium 0ObEKT MPOXOAUT yCjaoBue, n false
- ecJIN He TTPOXOIUT.

HocTynable mepeMeHHbIe:
e row \

— Ecau agm. 00bEKT CO37aH MO KJIACCY, TO B 3TO MepeMeHHOM OyaeT rop MpoBepseMoro O0beKTa.
DTO HE UCXOIHBIH rop, a ero obepTka Jex1Rop, KOTOpas MO3BOIAET OOPAIIATHCS K MOIIM 00HEKTA.

Cosert: [lns monydennsi HCXOJHOIO TOpP BOCIOIL3YHTECH CJIELYIONUM IIPUMEPOM:

//B nepeMenHo#li jexlRop HaxomuTcs o6bekT kKnacca JexlRop
var rop = jexlRop.data()

— Ecan agym. 06bekT co31aH HE MO0 KJIACCy, TO 37eCh Oy/IeT jSOn-mpejCcTaB/IeHne CTPOKU JATa-CeTa
BBIOODKH.

e params
MAaCCHB 3HAYEHUH TapaMeTPOB, COOPAHHBIX CO BCEX POJIel MOJIb30BATEIIS.

— eCJld UPABUJIO PUMUTUBHOE - TO OYJET CONEPKATh IPUMUTUBLL (CTPOKA MJIU YHUCJIO)

— ecJIM TIPABUJIO COCTABHOE - TO OyJeT co/ep:KaTh CTPOKM, KaxK/1as M3 KOTOPDHIX - jSOn

Ponb

OTKpPBITH KAPTOYIKY POJIU UJIH BLIOPATDH €€ B CIIHCKE,;
nepelTu Ha 3aKJIaJKy [JUCKpeTHHHE NOCTYII
€O3/1aTh HOBYIO 3aIMCh, BEIOPAB aM. O0OBEKT;

YKa3aTb 3Ha4YeHue [apaMeTpoB Jjid OIDaHUYeHu;

A s

COLIOCTaBUTH OObEKTHBIE U dJIEMEHTAPHbIE ITPUBUJIETNN C HY?KHbBIM 3HAQYEHUEM IT1apaMETPOB OrpaHunYe-
HI/II71, 3aIIOJTHUB II0JI€ OI‘paHI/I‘-IeHI/Ie AUCKPETHOT O ILOOCTYyIIa

OrpaHunyeHne gocryna kK 00bekTam ksacca.

Boigaercs depe3 00beKTHBIE IPUBUJIETHN C CUCTEMHBIMEU nMeHamu edit# u view#

CoBer: Eciu Takux npuBuieruit HeT y ajM. 0O0bEKTA, TO BBIMIOJHUTE €r0 CHHXPOHU3AIHUIO.

JnCKpeTHbIe OrpaHuYeHNst TIPUMEHSTIOTCST TOJIBKO, €CJIH:
® 5TO IVIaBHAs BHIOODKA ajaM. obbekTa (manka BO);
® 5TO HE CyNepP-TOJIb30BATEDb;
® K aJM. O0bEKTY IPUMUHAIOTCA HACTPOAKK aMUHUCTPUPOBAHUS;

® ajM. OOBEKT MMeeT MPU3HAK JIUCKPEeTHbH AOCTYIL.
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OnpepgeneHvie 00bEKTOB 4151 NPOBEPKN OUCKPETHLIX Npas

IIpu mpoBepke AUCKPETHBIX MIPUBUJIETH CTPOKH, B KOHTEKCTE KOTOPBIX TPEOyeTCst MPOBEPUTH HAJIMYINE [IPAB,
OLIPEJIEJIAIOTCA METO/I0OM acRows

Anrroput™ paboThI METOIA:

1. Ecnu Boibopka npunaexur kiaaccy (thisApi() !'= null), To i BceX BBIIEJIEHHBIX 3amuceil yepes
1oJie MEePBUYHOrO KJII0Ya 3arpPyzKaloTCs IpoBaiifiephl CTPOK, W3 HUX 4depe3 moJie gidRoot_dz ompene-
Jsistoresd mwanku BO

2. Eciu BeIGOpKa He TpuHaIexkuT Kaaccy (thisApi() == null), TO 1O BCEM BBIIEJEHHBIM CTPOKAM CO-
OMpaeTcs jSOn-MacCUB, COAEPIKAIIII HA, KAXKIYI0 CTPOKY jSON-00bEKT, B KOTOPOM KJTIOY - MM aTpudyTa,
3HaYeHHe - 3HAYEHNe aTpudyTa.

OrpaHuyeHne cnvckos

Hcnonp3yst 3HadeHusi mapaMeTpoB BcexX poJsieii u HacTpoeHHble <«CKpunrTbl st (PUILTPAIMH OOBHEKT-
HBIX TPUBUIErUH> (POPMHUPYETCS YCIOBHE OTPAHMYECHHMS W HAKIAIbIBAeTCS (PuUIbTpaIms depe3 MaKpoc
&DefUniFltMacros.

Orpaquel-me OTKPbITUA KapTo4ek

Ha orkpbiTre KapTOYKM UCIO/IbL3Ys 3HAYEHMs IAPAMETPOB BCEX POJIE BBIIOJIHAETCS jex1l-CKpHUIT, HACTPO-
eHHBIN B CKpPUIT IPOBEpKU CTPOK IO O6heKTHOMy Kemy. Fcim y moJb30BATeNsl HET MpaB Ha OOBEKT, TO
OyZeT BBIIAHA, OMMOKA.

OrpaHnyeHve Ha pegakTuposaHue 00bEKTOB

Ha beforeEdit unu delete nposepsierca Hajuuue npusuierny edit# (BbINOHsIETCS jex]1-CKpUOT, HACTPO-
eHHbIl B CKPUNT NPOBEpPKU CTPOK O ob6bekTHoMy Kewy). Eciu y mojb30oBaTe/is HET NpaB Ha OOBLEKT, TO
OyaeT BBIJAHA OIMNOKA.

OrpaHunyeHne Ha 00bEKTHbIE NpUBUIErUn

Ecnu nna o6bekTHON npuBrIeruu ykazano OrpaHudenue OUCKPETHOTO NOCTYIA, TO TAKAasl MPUBUIIETHS MO-
2KeT ObITh MPOBEPEHA TOJBKO B KOHTEKCTE KAKOro-mnbo obbekTa. /lis mpoBepku OOBLEKTHBIX MPUBUJIETHH
ucnonb3dyercd meros Btk_AdminPkg() .has0bjPriv.

IIpumep:

if (Btk_AdminPkg() .hasObjPriv("SomeObjectName", "SomePrivName'", Seq(rop))) {
//K0D, GbINOAHAEMBIT NPU HAAUNUY NPUSUAE2SUU

}

Ecaun ana npusBmimernn, mMmeronieit orpaHutdeHue, BLITOJHATL MPOBEPKY Oe3 mepeaadn O0beKTOB, TO OymeT
BbLIAHa OIINOKA.
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OrpaHuyeHne Ha 3nemMeHTapHbIe NpuBUIEruv

1 351eMeHTapHOi MPUBHUIIErny MOYXKeT OBbITh YKa3aHO OrPAaHWYeHne JIUCKPETHOrO nocTyna. Kcau orpannye-
HU€ YKa3aHO, TO [IPY BbBIIIOJIHEHUH Olepaluu Oy/yT IIPOBEPEHbI IIPABA B KOHTEKCTE 3aluceil B BbIOOPKeE.

Ha 3arpysky BbiOOpku mim mnepe3arpy3ky ClassLoader-a MpOMCXOAWT MOJANKUCKA HA COOBITHE BBITOJIHEHUS
oTeparum.

Ilpu BBINOTHEHUU ONEpAIK TTPOBEPSAIOTCS JUCKPETHDBIE MIPABA HA Ty SJEMEHTAPHYIO NPUBUJIETHIO:
1. Ilonyuenne acRows

2. I TOSMy9YeHHBIX CTPOK BBIMOTHAETCA jex1-CKpHIT, HACTPOEHHBI B CKDHUNT IIPOBEPKM CTPOK IIO
ob6beKTHOMYy Kelly

3. Ecsu npaB mer, 10O BbIaeTcs ommoKa.
4.2 [lpumepbl CKpUNTOB

MpumutnBHoe npasuno no aTpubyTty knacca

IIpaBusio 3naunMoe, Tun TaHHBIX cTpoKa. @uibrparus 1o like arpubyra sCode

Ckpunt st GUILTPAIINA 00HEKTHBIX TPUBUIETHIA:

select 1
from RplTst_ClassTree tt
join (
select cast(json_array_elements_text(cast((&params) as json)) as varchar) as sCode
) as codes
on tt.sCode like codes.sCode
where tt.id = (&id)

CKpuIT IpOBEPKHU CTPOK MO OOBEKTHOMY KeIy:

for (p: params) {
if (row.sCode != null && p !'= null) {
if (like(row.sCode, p)) {
return true;
}
}
}

MpumuTnBHoe npasnno no arpubyTty Konnekuuu

IIpaBuio cepLiounoe Ha Btk_Group. @uibrpanus 1o npsaMoMy BXOXKAEeHUIO oObexTa B rpyuiy (dunbrpanus
kosutekiuu Btk_ObjectGroup).

Ckpunt a7t GUILTpaAIni 00bEKTHBIX MPUBUIETHIA:

select 1
from Rpltst_TestGroup tt
join Btk_0bjectGroup og
on tt.gid = og.gidSrcObject
join (

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

select cast(json_array_elements_text(cast((&params) as json)) as int8) as id
) as params
on og.idGroup = params.id
where tt.id = (&id)

CKpuIT NpoBEPKHU CTPOK MO OOBEKTHOMY KeIy:

for (p: params) {
var rops = toJRops(Btk_0bjectGroupApi.byParent (row.data())).asList();
if (p !'= null) {
for (r: rops) {
if (r.idGroup == p) {
return true;
}
}
}
}

MpumuTusBHoe npasnao no agm. o0bEKTY, CO30AHHOMY HE MO Ksaccy (Mpov3sosibHas BbIOOPKaA)

IIpaBuyio 3HaumMoe, TUM JAHHBIX CTpOoKa. PuiabTpalus perucrpone3asucumas 1o like mosst sClass

Cxpurnr gy GuabTpanui 0OObeKTHBIX MPUBUJIETHIA:

select 1
from json_array_elements_text(cast((&params) as json)) as p
where upper ((&sClass)) like upper (p)

CKpurirr TpOBEPKHU CTPOK MO OOBEKTHOMY KeIITy:

for (p: params) {
if (row.sClass != null && p != null) {
if (like(row.sClass.toUpperCase(), p.toUpperCase())) {
return true;
}
}
}

CocrasHoe npasuno no 3 arpubyram ksacca

IlapameTpbl mpaBmIa;
1. dDate - 3HaunMMbIii, THII JAHHBIX JATA.
2. nNumber - 3HauuMbIil, TUI JAHHBIX YUCIIO
3. sCaption - 3HAYNUMBI, THIT JAHHBIX CTPOKA

QubTpalius OTOMPAET 3AMUCH Y KOTOPHIX 1ATa MEHBINE YKA3AHHON, YMCJI0 PABHO yKa3anuomy, u Hammeno-
Banme 110 like permcrpoHe3aBHCHMO COBIATAET C YKAZAHHOMN

Cxpurnr gy Guibrpanui OObeKTHBIX [PUBUAJIETHIA:
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select 1
from RplTst_AllDbTypes tt
where tt.id = (&id)
and exists (
select 1
from (
select v -> 'dDate' as dDate
,V -> 'mNumber' as nNumber
,v -> 'sCaption' as sCaption
from json_array_elements(cast((&params) as json)
) as v
)P
where exists (
select 1
from json_array_elements_text(p.dDate) pp
where tt.dDate <= to_timestamp(pp, 'DD.MM.YYYY HH24:MI:SS')

)
and exists (
select 1
from json_array_elements_text (p.nNumber) pp
where tt.nNumber = cast(pp as numeric)
)
and exists (
select 1
from json_array_elements_text(p.sCaption) pp
where upper (tt.sCaption) like upper(pp)
)

CKpuIT TPOBEPKHU CTPOK MO OOBEKTHOMY Kery:

for (p: params) {
var jObj = toJObject(p);
var res = true

//mpoBepka IaTh
if (res) {
res = false
var aValues = jObj.childJArray("dDate");
var i = 0
while(i < aValues.size() && !res) {
var value = aValues.getDate(i);
if (row.dDate <= value) {
res = true;
}
i=1i+1;
}
}

//mpoBepra ducia
if (res) {
res = false
var aValues = jObj.childJArray("nNumber");

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

var 1 = O

while(i < aValues.size() && !'res) {
var value = aValues.getNumber(i);
if (row.nNumber == value) {

res = true;

}
i=1i+1;
}

}

//mpoBepKa HaWMEHOBAHUS
if (res) {
res = false
var aValues = jObj.childJArray("sCaption");
var 1 = 0
while(i < aValues.size() && !res) {
var value = aValues.getString(i);
if (row.sCaption != null && value != null) {
if (like(row.sCaption.toUpperCase(), value.toUpperCase())) {
res = true;

if (res) {
return true;

}

CocraBHoe npaBuio no aTpubyTy Ksiacca v KosAeKuun

Tlapamerpsr mpasuia;
1. sCaption - 3HaYMMBIil, TUII JAHHBIX CTPOKA
2. idGroup - cceutouHBIM Ha Btk_Group

Quybrpaiius oTOupaer 3anucu, y koropbix Hamvenosanwe mo like permcrponesaBucmmo COBMAIAeT C yKa-
BaHHBIM, U €CTh IPAMOE BXOXKJ€eHue B rpymiy (dunbrpanus Kosekiuu Btk_0bjectGroup).

Cxpurnr st puiibrpanui OObEKTHBIX [PUBUJIEIHIA:

select 1
from RplTst_TestGroup tt
where tt.id = (&id)
and exists (
select 1
from (
select v -> 'sCaption' as sCaption
,v. —> 'idGroup' as idGroup

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

from json_array_elements(cast((&params) as json)) as v
)P
where exists (
select 1
from json_array_elements_text(p.sCaption) pp
where upper(tt.sCaption) like upper (pp)

)
and exists (
select 1
from Btk_0bjectGroup og
join json_array_elements_text(p.idGroup) pp
on og.idGroup = cast(pp as int8)
where og.gidSrcObject = tt.gid
)

CKpuIT IpoBEPKHU CTPOK MO OOBEKTHOMY KeIry:

for (p: params) {
var jObj = toJObject(p);
var res = true

//mpoBepKa HaWMEHOBAHUS
if (res) {
res = false
var aValues = jObj.childJArray("sCaption");
var 1 = 0
while(i < aValues.size() && !res) {
var value = aValues.getString(i);
if (row.sCaption != null &% value != null) {
if (like(row.sCaption.toUpperCase(), value.toUpperCase())) {
res = true;

//mpoBepKa CpyIIE
if (res) {
res = false
var rops = toJRops(Btk_0bjectGroupApi.byParent(row.data())).asList();
var aValues = jObj.childJArray("idGroup");
var 1 = 0
while(i < aValues.size() && !res) {
var value = aValues.getLong(i);
for (r: rops) {
if (r.idGroup == value) {
res = true;

(continues on next page)
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}
}

if (res) {
return true;

}

CocraBHoe npasuno no 2 atpubyram agm. 06beKTa, CO34aHHOrO He no kiaccy (Npou3eonbHas BbIGopka)

IlapameTpsl mpaBuia;
1. sClass - 3Ha4uMMBbIil, THII JAHHBIX CTPOKA
2. idRefClass - ccotounsblii Ha Btk_Class

Qubrpalius orbupaer 3amucu, y Koropbix moje sClass no like perucrpore3aBucuMo COBIIATAET € yKA3aH-
HbIM, 1 1oJe idRefClass coBmagaeT ¢ yKa3aHHBIM

Cxpurnr s Guibrpanui 0OObeKTHBIX MPUBUJIETHIA:

select 1
from (
select v -> 'sClass' as sClass
,v -> '"idRefClass' as idRefClass
from json_array_elements(cast((&params) as json)) as v
)P
where exists (
select 1
from json_array_elements_text(p.sClass) pp
where upper((&sClass)) like upper (pp)

)
and exists (
select 1
from json_array_elements_text(p.idRefClass) pp
where (&idRefClass) = cast(pp as int8)
)

CKpuIT IpoBEPKHU CTPOK 1O OOBEKTHOMY KeIy:

for (p: params) {
var jObj = toJObject(p);
var res = true

//upoBepka sClass
if (res) {
res = false
var aValues = jObj.childJArray("sClass");
var i = 0
while(i < aValues.size() && !res) {
var value = aValues.getString(i);
if (row.sClass != null && value != null) {

(continues on next page)
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if (like(row.sClass.toUpperCase(), value.toUpperCase())) {
res = true;

}

i=1+1;
}
}

//npoBepka idRefClass
if (res) {
res = false
var aValues = jObj.childJArray("idRefClass");
var i = 0
while(i < aValues.size() && !res) {
var value = aValues.getLong(i);
if (row.idRefClass == value) {
res = true;
}
i=1+1;
}
}

if (res) {
return true;

}

5 Mpunoxenne 1

5.1 ®yHkuum oTobparkeHusi

s paboThI CHCTEMbI QIMIHUCTPUPOBAHUS B OTOOparKeHnn O0bABJICHBI CIEAYOmue pyHKINN:

e onLoadAdminMeta
IIpumensier HACTPOWKHN AIMUHUCTPUPOBAHIUSI;

e ac(Object
Bosspairaer nMsi aIMUHUCTPUPYEMOTO O0bEKTA;

e acObjectBundle
Nms y371a aiMUHUCTDUPOBAHUSI;

e acObjectItem
Nmsa smemenTa aIMIHICTPUPOBAHNS;

e isAdministraded
IIpusmak, 9T0 BHIOOPKA aAMUHUCTPUPYETCS.
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5.2 PyHKUUW NPOBEPKU NMPUBUNIETWNII

e ru.bitec.app.btk.Btk_AdminPkg#hasObjPriv
IIposepsier HamMune OObEKTHON HPUBUJIEIUU Y [IOJIH30BATEIS

e ru.bitec.app.btk.Btk_AdminPkg#hasStateChangePriv
IIpoBepsieT HaNMMYe TPUBUIIETHH HA TTEPEBOJ, COCTOSHUS

e ru.bitec.app.btk.Btk_AdminPkg#hasRole
IIpoBepsier HaM4YMe y MOIB30BATENS POIU

6 CBs3b BbIOOPOK C agMUHUCTPUPYEMbIMU 00bEKTaMN

6.1 ocCHOBHble NOHATUSA
Jn1eMeHT agMUHUCTPUPOBAHUS

QuieMeHT ajMuHUCTpUpOBaHus (Kjacc Btk_AcItem) - jiormyeckuil 0ObEKT, KOTODbI COOTBETCTBYET OHOIL
BBIOOPKE.

Ha kaxxayio BbIOOpKy, 00s1a/1a1001yI0 CBOE avm.xml, CO3/aeTCsd OTAE/IbHbII 3JIEMEHT aIMUHHUCTPUPOBAHUS,
00J1a/TaeT TIepevYHeM DIIEMEeHTAPHHX IPUBWIETUH

dnemeHTapHas npusuaerus

QuiemenrapHas npusuierus (Kiacc Btk_AcItemPrivilege, kosuiekuus K Btk_AcItem) - jioruueckuii 06bexr,
KOTOPBIT COOTBETCTBYET OTHOMY U3 3JIEMEHTOB BBIOOPKU: aTPUOYTY MW OTIEPATIVH.

DJjieMeHTapHbIE MPUBUJIErWH 00/13/1aI0T TUIIOM IpuBmiIeruu. Hanpumep, aTpudyThl OTHOCATCS K TUITy UTeHMe.
Twun anemeHTapHoO npusuieruv

Oupenesisier rpyiiily dneMerTapHOi mpuBmierud. [lo3Bosiger ynpapisrs JOCTYHOM K IPyIIIaM IPUBUJIErUi,
a He TI0 OTAEJIBHOCTH K KaXKJOHM 3JIeMeHTapHON IpUBUIETUU

O0bekT agMUHUCTPNPOBAHUSA

O6bexr agmunucrpupoBanus (Kiacc Btk_AcObject) - joruueckuii 00beKT, KOTOPbIT coorBercrByer BusHec
06bexrTy, u 00JIIaeT MEPEYHEM DIEMEHTOB AIMUHUCTPUPOBAHUS, BXOISIINX B STOT OOHEKT.

Busnec obbvekT

Busuec obbexT (Knacc Btk_BoEntity) - JIOTHYEeCKOoe 00beHEeHNEe HECKOTbKUX KJIaCCOB B IUHYIO CYIITHOCTD.

Buznec oobekr CO31aeTCsA Ha KOPHEBhE KJIACCH, U BKJIIOYAET BCE €ro KOJIJICKIIUN.
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ba3oBas BbIOOpKa

Bribopxka, koTropasi coorBercTByeT Kiaccy. Hampumep, Boibopka Btk_ClassAvi sBiasercs 6a30B0i BHIOOPKOI
kmacca Btk_Class

Mpoun3sosnbHas BbIOOPKa

Bribopka, KoTOpasi He IPUHAJIEKUT KAaKOMY-J1100 Kjaccy. B ToM uuciie n BbIOOPKU-HAC/IEIHUKH OT 6a30B0#
BHOOPKHI

KopHesoii knacc
Kiacc, na koTopsiit hbopMupyercs: OTaenbHbIN 6u3Hec 06BeKT. ABIAeTCsS JOTHIECKIM OTAETHHBIM 00HEKTOM,
KOTOPBI 00J13/1a€T CBOMMH KOJIJIEKIIUSIMIU.

910 KIaccel ¢ Tunom CupaBovHUK, [JokyMeHT, HacTpoiika, KypHan.

6.2 MpuHuun nocrpoeHns aam. obbLEKTOB

®opmupoBaHue Ha ocHoBe CTpykTypbl odm.xml
1. Ha kazk/1plit KOpHEBOH Kiacc CO3/1aeTCs CBOI afMUHUCTPUPYEMbEl 06bEKT, UMsi KOTOPOI'O PABHO UMEHU
KJIacca.

2. B apMumuCcTpHpyeMbil 06HEKT BKJIOYAIOTCS SJIEMEHTH aIMUHUCTPUPOBAHUS, KOTOPHIE COOTBETCTBYIOT
BBIOOPKAM BCEX KJIACCOB BXOJsAINUil B 6u3HeC 06beKT (CaM KJIACC U BCE €ro KOJLIEKIUH).

IIpumep cTpyKTypbl 6usHEC 06BEKTA:

JllokymeHT Some_Document
+ Komnmexrmusa Some_DocumentPosition
+ Kommermus Some_DocumentPositionDet
+ V-rommermusa Kommexmus Some_DocumentLink

IIpumep chOpMUPOBAHHOTO aIMUHUCTPUPYEMOTO O6beKTa:

Amv. obberT Some_Document

dneMeHT Some_DocumentAvi

SnmemMenT Some_Document\Some_DocumentPositionAvi

SmemMenT Some_Document\Some_DocumentPosition\Some_DocumentPositionDetAvi
9memMenT Some_Document\Some_DocumentLinkAvi

OJIeMeHTH aJMUHHCTPHPOBAHUA B COCTaBe 06beKTa aIMUHHCTPHPOBAHMA UMEIOT UMA, KOTOPOE COOTBETCTBYeT
UX TyTH BHYTPHU 6usHec ob6bekTa. 3aUeM HCIOJB3YIOTCS TaKkue MyTu Oyaer omucaHo B riase Ompenenenue
CcB4A3U BHOOPKEM U anM. obbekTa

31




MopksitoueHe Npon3BonbLHON BbIGOPKU B CTPYKTYPY agM. obbekTa

Ilo MuMO >IeMEeHTOB aAMUHWCTPHPOBAHWS, COOTBETCTBYIONMX OA30BBIM BBHIOOpDKAM KJIACCOB 6u3HEC
06bEKTOB, €CTh BO3MOXKHOCTH J00ABUTH MPOU3BOJBHYIO BLIOOPKY B CTPYKTYPY aIMUHUCTPUPYEMOTO
obbekTa. /s aToro cyrmecrsyer 2 crnocoba:

1. Ilonkmouenre B UCXOTHOM KOE
B avm.xml 6a30Boil BHOOPKE KOPHEBOT'O Kiacca /100aBuTh Ter aclbject, B KOTOPOM yKa3aThb JOMOJI-
HUTE/IbHBIC 3JIEMEHTH aIMHHHCTPHPOBAaHHUL.

IIpumep pazmerku:

<view xmlns="http://www.global-system.ru/xsd/global3-view-1.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www.global-system.ru/xsd/global3-view-1.0"
name="Some_Document">

<acObject>
<acItems>
<acItem name="Some_Document\Some_CustomAvi" caption="IlpousBonbrHas BmHEOpPKa'"/
>
</acItems>
</ac0bject>
</view>

B srom npumepe 0ObsBIE€H OJMH JONOJHUTE/bHBIN DJIEMEHT aJMUHUCTPUPOBAHUS B COCTAaBe O0bEK-
ra «Some_Documenty, ¢ umenem «Some Document\Some CustomAvi» u naumenosanuem «IIpous-
BOJIbHAsT BBIOOpPKay. HamMeHOBaHME MCIOMB3YETCs JJIsT BU3YATHLHOTO OTOOPAYKEHUs ITOTO HJIEMEHTA B
MPUJIOKEHUH QIMHUHUCTPATOP.

2. Tlonkirovenue Yepe3 MPUIOKEHNE aIMIHECTPATOP
e OTKpBITH KAPTOYKY HY>KHOI'O 06bEKTa aIMUHUCTPUPOBAHUS

e 100aBUTH HOBBIH 3JEMEHT Ha 3aKJIaJIKe JIeMeHTH aIMUHUCTPUPYEMOTO 06beKTa

6.3 OnpepeneHune cBaA3u BbIOOPKM U aaM. obbekTa

Kaxxnass BpiOOpka Ha OTKpbiTHH B cOObITuu onLoadAdminMeta depe3 wmerombl BbiOOpKH acObject
n aclObjectItem omnpemender CBOIO NIPUHAIIEKHOCTb K 3JIEMEHTY aIMUHHUCTPUPOBAHUA U OOBEKTy
amMuHECTpUpoBaHud. Bee Hacrpoiiku 1pas jocTyiia K BbIOOPKe Oy/lyT MCKATbLCs 110 [1ape 3HAYeHHi, KOTO-
pbIe BEPHYJIH 3TU JBA METOA.

3Hadenne, KOTOPbIE BEPHYJIHM 3TH B3, METOA [IJisi BEIDOPKH, MOXKHO YBUIETH U€PE3 OKHO OTIAIKU.

T.e. uTo6bI K BbHIOOPKE KOPPEKTHO IPUMEHSIINCH HACTPOMKHU JIOCTYIA, B IIPUJIOKEHUN aIMUHECTPATOP JI0JI-
JKeH ObITb O6BEeKT afMUHHCTPHPOBAHWS, MMs KOTOPOI'O PaBHO pe3yibrary meroja acObject, u B cocra-
Be 3TOr0 00'beKTa JOJIZKeH ObITb 3JIeMEHT aIMUHUCTDHPOBAHUSA, UM:d KOTOPOI'O DPABHO DE3Y/IbTATY METO/A
acObjectItem.
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Mertop acObject
BosBpamaer cucremMHOe MM 06beKTa aNMUHUCTPUPOBAHUS K KOTOPOMY OTHOCHTCsS BbIOOpKa. Hampmwmep,
«Some_Document»
OCHOBHO# TPUHIALL:
1. Ecnu BRIOOpKa MPUHAIEKUT KJIACCY, U KJIACC KOPHEBOU, TO MMSI 9TOTO KJIACCA = UM 3IM. OOBEKTa,

2. Nnage Bo3biBaercs meron aclbject macrep-BrIOOpKH.

Mertopg acObjectltem
Bosspaiaer cucreMHOE ~UMsI  3JIeMeHTa aIMUHUCTPUPOBAHUS B  COCTaBE O0OBEKTa. HAIPUMED,
«Some_Document\Some DocumentPositionAvis»
OCHOBHO# TTPUHITATL:
1. BebiBaerca meros acObjectItem macrep-BoIOOPKHU.

2. K mosyvyeHHOMY 3HAYEHUIO TO0ABIISIETCS TEKYIee UMsl BHIODOPKH.

Ba3oBbie BbIOOpKU K1ACCOB
Js 6a30BEHX BHOOPOK KIACCOB B DOJIBIIMHCTBE CIy4aeB KOPPEKTHO OTpabarbiBaeT CTaHIAAPTHAS JIOTHKA
OmpeaeICcHud 3JIeMeHTa AIMUIHUCTPUPOBAHUA N obbeKkTa AIMUHUCTPUPOBAHUA.

VcknrouenneM MOXKET CIIyKWUTh 6a30Bas BHOOpPKA V-KOJJIEKIWH, €CIM OHA OTKPLIBAETCS BHE (DOPMBI, HA
KOTOPO# pacmosnokena 6asoBas Bhb6opka MacTep-obberTa. Hampumep, eciii OTKPBITH CIHCOK OOBEKTOB
V-KOJUIEKINHY, KAK [VIABHYIO BBIOOPKY (DOPMHBI.

Mpown3sosbHbIE BLIOOPKYN
115l IpOM3BONBHEX BHO6OPOK OMPEIENUTD MPUHA/IIEKHOCTD K 06beKTY aIMUHUCTPUPOBAHNA ABTOMATHIECKH
He TaK IIPOCTO, KaK Jjid 6a30BHX BHOOPOK, KOTOPBIE COOTBETCTBYIOT CTPYKType 6bu3Hec 06bEeKTOB.

B OosbimuncTBe ciiydaeB pa3paboTduKy Tpebyercs CaMOCTOSITENbHO IEPEOHpeenTh PabdoTy MeTOI0B
acObject n acObjectItem.

Bbibopka kKak CaMOCTOSITESIbHbIA afaM. 00bEKT

Ecin  npousBonbHyH BHO6OPKY  TPEANOJAraeTcsd  HCIOIL30BATH  KaK  CAMOCTOSTENHHBIH  06beKT
aIMUHUCTPUPOBAHUS, TO TpeOyeTcs:

1. B avm.xml o6bsBuUTH Ter acObject

2. B Avi nepeonpenesnutsh MeTobl acObject u acObjectItem ciaenyomum 06pa3om:

override def acObject: NString = {
baseAvi.simpleName

}

override def acObjectItem: NString = {
baseAvi.simpleName

}
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Bbibopka kak 4acTbe gpyroro agm. obvekrta

Ecin mpousBospHy®w BHOOPKY NPEANONIAraeTCsd WCIOJIb30BATH KAK 9YaCTh CYyIIECTBYIOIIEro o6bekTa
aIMUHUCTPUPOBAHUS, TO Tpedyercs:

1. B avm.xml 6azoBoi#l BHO6OPKK KOPHEBOTO Kilacca ITOr0 6usHec obberTa 0ObSBUTH Ter aclObject u
BHYTDH HEro 100aBUTH HOBbIN 5J€MEHT aIMUHHCTDPHUPOBAHUS

<view xmlns="http://www.global-system.ru/xsd/global3-view-1.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www.global-system.ru/xsd/global3-view-1.0"
name="Some_Document'>

<acObject>
<acItems>
<acItem name="Some_Document\Some_CustomAvi" caption="IlpousBonbHas BhH6OpPKa'/
o>
</acItems>
</acObject>
</view>

2. B Avi nmpowsBosbHON BHOOPKE MEPEONpEIeTnTh MeToabl acObject u acObjectItem ciemyromum obpa-
30M:

override def acObject: NString = {
//ums obsekma
"Some_Document"

}

override def acObjectItem: NString = {
//nyme, Komopwlli Mt ykasaau & meze acIltem
"Some_Document\\Some_CustomAvi"

}
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